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If a secret is leaked
Revoke or rotate the secret immediately

Deploy the new secret to all systems

Check logs for use of the leaked secret

Remove the secret from code history if committed

Identify how it leaked

Notify affected parties if required

Add scanning or controls to prevent recurrence

Record the incident and actions

Notes


